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Introduction

Thank you for purchasing a LANCOM R&S®Unified Firewall.
This installation guide describes the LCOS FX system image installation to a
LANCOM R&S®Unified Firewall using a USB storage device.
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Downloading the required files

To create a bootable USB storage device for transferring the new system
image, please download the USB installer, the system image ISO file, and
the LANCOM R&S®Unified Firewalls manual to your computer.

The minimum size of the USB storage device has to be 1 GB and the
maximum size should not exceed 32 GB. Besides, do not use a USB-3
storage device. Please note that while the following steps the USB storage
device will be formatted, and possibly stored data on it will be deleted
permanently.

You will find the USB installer and the system image ISO file in the
LANcommunity download area.
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Executing the USB installer

First, please select your language.
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Please choose your preferred language

english deutsch
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The wizard guides you through the installation process.
Confirm this step with “Next”.

USB-Tnstaller Wizard - - [ = |
Configuration assistant
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Executing the USB installer I

Accept the license agreement and select “Next".

USE-Installer Wizard - - - : |i|

Please read the license agreement carefully.

German version further down / Deuntsche Version w +

- English version -

Rohde & Schwarz Cybersecurity End User License As
This Agreement concerning installation and use o

1. Swbject matter; description of the contractma.

R&5 Cybersecurity shall market the R&5 Cybersecu:
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On the next page, select the previously downloaded LCOS FX system image
ISO file for installation.

USB-Installer Wizard - - - [ = |

Select the R&S Cybersecurity 150 file

RA&S Cybersecurity IS0 file:
|C:\LIF—5[].|so -

USB-Stick Installer
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Executing the USB installer I

Then select the mounted USB storage device for installation of the LCOS FX
system image 1SO file.

- — .
USB-Installer Wizard " m [ = ]

Selection of device to be configured

Select the USB mass storage here which you would like to
configure for the installation of the R&S Cybersecurity
firewall server,

USB-Stick Installer

@ ROHDE & SCHWARZ

[ <<Back ][ next>> | [ cancel |
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Confirm your selection with “Next”. Please note that the USB storage
device will be formatted and all existing data on it will be deleted!

USE-Installer Wizard - - [ = ]

Confirm the selection of the USB-stick here

& Are you sure to start the configuration for the drive:
G: (RSUF)
All data on it will be irreversibly deleted!

[v| Confirm

USB-Stick Installer
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Executing the USB installer I

On the page “Select a backup file (optional)” choose the following options:
“Automatic installation with backup” and “Use default backup”.

USB-Installer Wizard - - - - [

‘ ~

Select a backup file (optional)

1f you want to restore the backup a lly during the install of
the R&s Cﬁamwﬁeﬂmﬁmhuw&mmfy
the backup file here.

() Normal installation

(&) Automatic installation with backup
(%) Use default backup
() Add backup file

Filename: ‘ |

Password:

]
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In the next step, select the formatting option for the connected USB mass
storage device. Confirm the default selection with “Next”.
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USB-Installer Wizard - - - - [

Set the options in the master boot record
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Executing the USB installer I

Select “Execute” to start the configuration process.

USE-Installer Wizard - - - [

Start the configuration of the USB stick

Click on 'Execute’ to start the configuration process.

@ ROHDE &SCHWARZ

USB-Stick Installer

[ sspack [ Exeate ][ concdl |

The configuration progress is displayed in the next window.

- = N
USB-Installer Wizard S ——— |- e

Configuring the USB stick!

Checking size of device G:

Size of device: 30984629760 Bytes
Size of image: 579852528 Bytes
Creating partition on device G:
Quick formatting device G:

Remove USB-stick safely

USB-Stick Installer
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Executing the USB installer I

When the message , Configuration successfully completed” is displayed, a
bootable USB mass storage device for installing the new LCOS FX system

image is created.

USB-Installer Wizard . e - . 2=

Configuring the USB stick!

Extracting system.thz "
Extracting [BOOT]'Bootable_MoEmulation.img

Everything is Ok

Folders: 3

Files: 14

Size: 573781676

Compressed: 579852525

Copying backup file to G:

Copying Isolinux files to G:
Configuration successfully completed.

[ Remove UISB-stick safely

US5B-Stick Installer
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Remove the USB mass storage device from your computer.

Note: Make sure to never have attached the USB mass storage device to
your computer while it is booting. Otherwise the USB mass storage device
initiates an automatic LCOS FX installation and re-formats your computer
harddisks.
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Installation of the LCOS FX system image

Installation of the LCOS FX system image

Install the new LCOS FX system image to your LANCOM R&S®Unified

Firewall as follows:

> Power off your LANCOM R&S®Unified Firewall.

> Connect your USB mass storage device containing the new LCOS FX
image to any of the USB ports of your LANCOM R&S®Unified Firewall.

> Power on your LANCOM R&S®Unified Firewall to start the automatic
installationn of the new LCOS FX system image. The device switches
off automatically as soon as the installation process has completed
successfully.

> When the LANCOM R&S®Unified Firewall has powered off, please
remove the USB mass storage device.

Note: We strongly recommend to format the USB mass storage device after
successful installation of the new LCOS FX system image. This prevents you
from accidentally installing the LCOS FX system image to other devices,
which would result in data loss due to harddisk(s) being formatted.

Move on to chapter 2 “Getting started” of the
LANCOM R&S®Unified Firewalls User Manual.
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